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1. TECHNICAL SPECIFICATIONS  
 

1.1 PROGRAMMING TOOLS 
 
¢ƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǎƻǳǊŎŜ ŎƻŘŜǎ ǿŜǊŜ ǿǊƛǘǘŜƴ ƛƴΥ 
 
A. Microsoft Visual Studio.NET (ASP.NET & VB.NET) 3.0,  
B. Infragistics.NET   
C. AJAX, and 
D. JSON 

 
1.2 DATABASE 

 
The Application was pre-built with a Data Access Layer (DAL) middleware, which permits 
clients to deploy it with any preferred RDMS Database (from MS SQL to Oracle 11g to 
DB2).  

 
The default database is MySQL v5.0 
 

1.3 APPLICATION SOFTWARE ARCHITECTURE 
 
¢ƘŜ !ǇǇƭƛŎŀǘƛƻƴΩǎ ŎƻǊŜ ŀǊŎƘƛǘŜŎǘǳǊŀƭ ŦǊŀƳŜǿƻǊƪǎ Ŏŀƴ ōŜ ŘŜǎŎǊƛōŜŘ ƛƴ ǘǿƻ όнύ ƳŀƧƻǊ 
platforms:  
 
A. N-Tier: ¢ƘŜ ŎƻǊŜ !ǇǇΩǎ ǎƻǳǊŎŜ ŎƻŘŜǎ ŀǊŜ ǿǊƛǘǘŜƴ ƛƴ b-Tier. The core advantages 

ƻŦ ƛǘ ŀǊŜ ǘƻ ŀƭƭƻǿ ǘƘŜ ǎŀƛŘ !ǇǇΩǎ ǎƻǳǊŎŜ ŎƻŘŜǎ ǘo be housed in tier-layer of 
hardware (cluster-servers). The said cluster-server in turn inherently provides 
the said App with true Scalability, High Availability (or Failover) and Consistency 
of Performance (or 3 to 5 seconds of elapse time). For details, please refer to 
[Section 1.4 Hardware Deployment] below. 
 

B. SOA (Services Orient Architecture, details are at Section 3.0 below): It is an add-
on stand-alone portal for the benefit of System Administrators. The core 
purpose of it is to equip the System Administrators an array of central control ς 
to ensure all applications that bind with it to comply with Single Sign-In, Identity 
Management, Audit Trace, RSA Encryption, Alert Messaging Service and others. 
Client can opt for this as option. 

 
The following diagram depicts the said frameworks- N-tier and SOA architectures ς for 
visual understanding.   
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1.4 HARDWARE ARCHITECTURE  
 
The following is to explain how the N-tier App to enable client to deploy it in a cluster-
server environment. The clear purposes of cluster-deployment are to achieve the 
enterprise-grade capabilities, like Scalability, Failover (or High Availability) and 
Consistency of Performance.  

 
A. Basic Model: To achieve base HA, client can configure the App that consists of two 

(2) web, two (2) application and two (2) database servers which is capable to 
support 150 named users. Details are depicted at Diagram 1.4(A); and 

 
B. Scale-UP Model: The basic model in Diagram 1.4(A) can be further scaled up over 

time to allow accommodating increasing add-on number of concurrent users, when 
the underlying business grows. You can scale the base up to 32 web, 12 application 
and 2 database server with no-need to alter a single code of the underlying 
application. Under this scale-up, you can expect to support  approximate 1,000 
named users. Details are at [Diagram 1.4 (B)].  

 
Diagram 1.4 (A) 
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Diagram 1.4 (B) 
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1.5 OVERALL DIAGRAM OF COMBINED SYSTEM SOFTWARE & SYSTEM HARDWARE  
 
 The following diagram is to depict the logical co-locations (or relationship) between the 

cluster-server (hardware) and N-tier based Application (software), when they are 
deployed together. 
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2. APPLICATION INTRODUCTION, FEATURE-SPECIFICATIONS & SCREEN SHOTS FOR 
ILLUSTRATIONS    

 
2.1 INTRODUCTION & BUSINESS APPLICATIONS   
 

INTRODUCTION 
 
The Application, OSS © E_EXAMINATION PAPER SYSTEM (ASP.NET) V3.5, is part of our 
wider E-Education Application Series, which encompass the following main modules: 
 
A. E-Student Registration Portal (ASP.NET) 
B. E-Learning Management System (LMS) (ASP.NET) 
C. E-Library Management System (ASP.NET) 
D. E-Lecturer, Exam & Curriculum Administration Management System (ASP.NET) 
E. E-Facility Resource Scheduler Management System (ASP.NET) 
F. E-Document Management System (ASP.NET) 
G. E-Enterprise Contents Management System (ASP.NET) 
H. E-Web Publishing Management System (ASP.NET), and 
I. E-College Application Server (ASP.NET)  
 
The purpose of the Application is ς it provides the comprehensive, end-to-end life cycle 
of work flow to the relevant stakeholders ς from Exam Setter to Reviewer, to System 
Administrators to Lecturers ς to manage, administrate and service the Examination 
PaperΩs Creation and Archival Processes.  
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As the Application is designed in N-tier and Modular basis, it can be either deployed as 
stand-alone or bundled with other E-Education Application Series in the cluster-server 
environment. 
 
¢ƘŜ !ǇǇƭƛŎŀǘƛƻƴΣ ŀǎ ǿŜƭƭ ŀǎ ƛǘǎ ǊŜƭŀǘŜŘ ǎǳƛǘŜ ǎŜǊƛŜǎΣ ƛǎ ƳŜŀƴǘ ŦƻǊ ōƻǘƘ ǇǊƛǾŀǘŜ ŀƴŘ ǇǳōƭƛŎΩǎ 
higher education institutions. 
 
To understand how the Application is inter-linked with other E-Education seriesΩ, you 
may download the related white-papers from our website at www.open-spec.com.  
 
BUSINESS APPLICATIONS 
 
The Application is designed for clients who have had the following business 
requirements:  
 
A. HIGHER LEARNING COLLEGES 

 
This is applied for both private and public higher education colleges which offer 
higher-learning programs (such as Diploma, Degree and Post-Graduate 
Certifications). 

 
 

B. MINISTRY OF EDUCATION (MOE) 

http://www.open-spec.com/
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For most, the MOE as the principal owner, who procures and owns the AppΩs 
underlying source codes. It in turn provides a customized solution to suit its wide 
and diverse public schoolsΩ needs, with tight security control in place.  
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2.2  APPΩ{ FEATURE SPECIFICATIONS   
 

2.2.1 FEATURES INTRODUCTION  
 

The AǇǇƭƛŎŀǘƛƻƴΨǎ ŎƻǊŜ ǇǳǊǇƻǎŜs are to provide an intelligent, end-to-end work flow 
tools to help School/College Exam-Paper System Administrators to set, manage the 
work flow among all stakeholders, with regard to Exam Paper electronically. 
 
The stakeholders in the work flow are: 
 
i. Exam Setter ς who are assigned the roles to create and set Exam questions;  
ii. Exam Reviewer/Moderator- who are assigned the roles to review the questions 

that had been created by the Setters. In some case, the Reviewers are required 
to take the exam as trial, in order to provide feedback and suggestions to the 
Exam Setters, before the said exam questions to be published; 

iii. System Administrators- who assign the User-Access-Right to all the stakeholders; 
iv. Chairman ς whose roles are to make the final section of the exam questions to 

be included in the Exam Paper, and 
v. Printers- who are assigned a user-right to login to the system to extract out the 

exam question, for printing and distribution purposes; and 
vi. Achiever- whose roles are to achieve those un-published questions where they 

may be re-use it again in the next few semester. 
 
The system is complete cloud-ready. It supports the processes from end-to-end 
electronically. It means, all the proposed features, can be accessed by end-users, thru a 
simple web browser and broadband connection.  

 

I. BACKGROUND 

 
1.1 The System supports 2 kinds of examination papers ς from creation to archival work-

flow:  new and spare 
 
1.2 The workflows for both are similar except that for spare examination paper there is no 

setting stage, only moderating stage. 
 

II. WORKFLOW - DEFINING ROLES 

 
2.1 The System supports the following stakeholdersΩ roles and responsibilities:  

 
(a) Administrator 
(b) Secretary 
(c) Setter 
(d) Moderator 
(e) Head 
(f) Manager 
(g) Deputy Director and Director 
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(h) Chairman 
 
2.2 The AdministratorΩs role is to declare the start date and end date of the exam points. 

 
2.3 Once the [start date] and [end date] are set, the Secretary will assign the names of 

following to the system: 
 
A. Setter,  
B. Moderator, and 
C. Head and others for approval processes.  

 
2.4 Black-Listed: The System supports the Administrator to define a list of blacklisted Setter 

and Moderator with a specified time period of debarment. When the Secretary keys in 
the entries, the System should auto-check that none of the names belongs to the active 
blacklisted list. 
 

2.5 Once the Secretary has finalized all the roles, a workflow will be created to route to the 
Chairman for approval of the roles. Upon approval, an email alert should be triggered to 
inform the relevant parties, ie Setters and Moderators, cc  Heads,  about the start of the 
development of examination papers. 
 

2.6 The System supports the System Administrators to set multiple User-Access-Group and 
then accord each group with unique Access-Right, in order to manage the overall 
security from top-down manner.  
 

III. WORKFLOW ς SETTING & MODERATING 

 
a. Before Setter and Moderator can commence their works to develop the exam 

paper; upon login, the System will enforce e-Declaration that they are not related 
to students taking the examination.  

 
b. The Setter logs in and he/she will develop the examination-questions in a 

standardized template generated from the System. 
 

c.          The template can be generated from a web-based System to allow the subsequent 
extraction of the components of the examination papers like the questions, options 
and other pertinent attributes (ex taxonomy level, topic coverage) into a relational 
database. The System supports flexible creation of wide range templates based on 
different examination format (ex Multiple Choice Questions, Short Answer 
Questions). 

 
d. Once the Setter has finished setting the paper, the System supports him to view his 

before the said exam-papers be sent out to the moderators.  
 
e. Setter will prepare other related documents like drawing, formulae tables, 

solutions/marking scheme and Tools, Materials & Equipment (TML) list. 
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f.          The system will route this document, together with the draft examination papers 
and other related materials as a document, to the Moderator. 

 
g. An email alert will be triggered to the Moderator to retrieve the draft examination 

document set. 
 
h. The Moderator will moderate the examination document set.  As part of the 

moderation, a task should be created to remind the Moderator to attempt the 
ǉǳŜǎǘƛƻƴǎΣ ǿƛǘƘƻǳǘ ƭƻƻƪƛƴƎ ŀǘ {ŜǘǘŜǊΩǎ ǎƻƭǳǘƛƻƴǎ ŦƛǊǎǘΦ 

 
i.         Once completed, the document set will be sent back to the Setter with an email 

alert triggered. This cycle of setting and moderating will continue until the 
examination document set is ready to be confirmed. 

 
j.         Once it is ready to be confirmed, the Setter will proof-read and confirm it. Once 

confirmation is completed, the Moderator will get an email alert to proofread and 
confirm it as well.  

 
k. When the Moderator has completed, the stage of setting and moderation is 

completed and the next stage is for approving and selecting of examination paper. 
 

IV. WORKFLOW ς APPROVING AND SELECTION 

 
a. The Head will check on the quality of the examination papers. 
 
b. If amendment is needed, the Head will reject the paper, and the System shall 

reinstate access rights for Setter and Moderator and the workflow for setting and 
moderating shall repeat. 

 
c.          If no amendment is required, the examination paper will be forwarded to the 

Manager, Deputy Director and Director as specified under the system.  
 
d. They (Manager, Deputy Director and Director) are given the option to review the 

ǇŀǇŜǊ ǿƛǘƘƛƴ ŀƴ ŀŘƳƛƴƛǎǘǊŀǘƻǊΩǎ ŘŜŦƛƴŜŘ ǿƛƴŘƻǿ ǇŜǊƛƻŘΦ  
 
e. Once the window period has lapsed, an email will be triggered to Chairman for him 

to do selection of examination papers. 
 
f.          The Chairman should have the option to delegate selection of examination paper 

to a Manager. 
 
g. The Chairman can have the option to view the examination paper before selection. 
 
h. The System should allow the Chairman to do selection over multiple login sessions 

by saving the previous selection for instance. 
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i.         After the administrator-defined period has lapsed, the Chairman should still be able 
to do selection. This is applicable for late submissions. 

 

V. WORKFLOW ς PRINTING 

 
a. The Exam Printing Department will receive an email alert when the Chairman has 

confirmed the selection. 
 
b. The Exam Printing Department will retrieve the document sets to be printed. 
 
c.          Version history for the documents at this stage can be disabled, it is to ensure only 

the final selected set of the examinations paper are available for printing. 
 

VI. WORKFLOW ς COMPLETION 

 
a. Once workflow is completed, unselected examination papers will be retained for 

use as spare examination paper for the next examination point.  
 
b. A mechanism supports that the spare examination paper will be available for 

moderation during the next examination point.  
 
c.          After the completion of the examination setting, the System provides export-

function to export the examination papers in PDF (or other document file format) 
to CD/DVD for archival. During the export process, the examination papers is water-
marked to indicate that it is for archival. 

 

VII. REPORTING 

 
a. The System support audit trail report for all online transactions.  

 
b. The System supports the provision of progress details of the workflow like when 

the Setter, Moderator and Head have confirmed the paper and when Manager, 
Deputy Director and Director have viewed the paper. 

 
c.          Query: The System should provide details on the list of selected papers, unselected 

paper and activated spare paper by names of Setter/Moderator, course and other 
pertinent attributes. 
 

d. The system supports dynamic reportΩs generating.   

VIII. OTHERS 

 
a. The System supports the administrator to blacklist Setter and Moderator for a 

period of time. 
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b. E-Declaration: Before the Setter and Moderator can have access to the System, 

they have to do an online e-Declaration. The contents of the e-Declaration are 
administrated and editable by the Administrator. 

 
c.         The System supports version-control, both Office and non-Office documents 

uploaded to the System.  
 
d. As all examination papers are based on System-generated template, the System 

provides option to the Setter/Administrator to remove certain elements like the 
taxonomic level of the examination papers before printing. 

 
e. The System supports the void-right that accorded to the System administrator. It 

means the SA can void the ready-set examination papers. Unselected examination 
papers older than an administrator-defined period should also be void 
automatically. 

 
f.         The System allows the administrator to activate spare examination paper for 

printing by the Exam Printing Department. Once spare paper is activated, the 
System shall classify it as a selected paper and treat it as per the normal treatment 
for selected paper. 

 
g. The System should allow manual upload of examination papers for archival 

purposes.  
 
h. The System should allow the administrator to make amendments to selected 

examination papers before being exported for archival to Digital e-Documentation 
(optional item). 

 
i.         The System support link to e-Document System which serves as a repository for 

past year exam papers. 
 
j.         MOM (Messaging Oriented Middleware)- Between each stage of workflow, System 

Admin can set appropriate email trigger to notify the action parties. In addition, it 
further provides reminder alerts to notify the participants of workflow to log into 
the System to ensure that the workflow is completed timely. 

 
k. In the event that the Setter/Moderator/Head for workflow is not around for 

extended period, the System supports the System Secretary to select a replacement 
for delegation of roles. 
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2.3 APPΩ{ SCREEN SHOTS FOR ILLUSTRATIONS  
 

In this example, we are to demo, by using the OSS © E-Examination Paper System (ASP.NET) 
v3.5, to produce the following example of Question-Making: 
 

QUESTION: 
1 When we are eating or cutting chillies, we know that they are spicy. Which 

one of the following sense organs tells us that?  

A Eyes 

B Ears 

C Tongue 

D Skin 

White Box:   

    

 
 
A1. THE GENERAL LOGIN PAGE: To ŎǊŜŀǘŜ ŀ 9ȄŀƳΩǎ ǉǳŜǎǘƛƻƴΣ ǿŜ ƴŜŜŘ ǘƻ ƭƻƎƛƴ ŀǎ {ŜǘǘŜǊΣ ŀǎ 

shown below. 
 

 
 
A2. CREATE AN NEW EXAM QUESTION:  To create your first question, please see the steps 

as explained below.  
 

 

To login, please enter your 
User-ID and Password here.   

Step 2: Please click [Add].   

Step-1: Please click 
[Exam Setting].  
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A3. 9·!a v¦9{¢LhbΩ{ {9¢¢LbDΥ The first few steps are to define the parameters of the 
new Exam question, please see below. 

 
 
 

 
 
 
 

Step-4: Let us set the date 
range where they can be 
used.    

Step-3: Let us give a name to 
this Exam, called [SCIENCE- 
CHILLY].   

Step-6: Please click [Add] 
button here.  

Step-5: The System will auto 
recognize your name, your 
department here.  
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A4.  CREATE A QUESTION: Over there, the system will then provide you a new window, as 

shown below, to allow you to create your question here.  

 

 
 
Let us then key in the question, as shown below: 
 

 
 
 
 

Step-7: The System will 
provide you a new window, 
as shown below. Over here, 
you can create your 
question here.  

Step-8: Then we now should go to 
create the response (or multiple 
answers), by clicking this [Edit].  

You need to number of your 
question here, as the 
system allows you to create 
as many questions as 
possible under a same ID. 
For example, SortNo [1] 
means, this is your first 
question. If you enter [2], 
then it will be your second 
question. 
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A5. LET CREATE THE ULTIPLE-CHOICE ANSWERS: Over below, let us create the multiple 
answers as (1) Eyes, (2) Ears, (3) Tongue and (4) Skin. Please follow the steps below. 

 

 

 
 
 
 
You Ŏŀƴ ǊŜǇŜŀǘ ǘƘŜ ŀōƻǾŜ ό{ŎǊŜŜƴ !рΩǎύ ǘƻ ŎǊŜŀǘŜ ȅƻǳǊ ƻǘƘŜǊ ƳǳƭǘƛǇƭŜ-choice answers. 
 
A6. LOGON AS SETTER: Now, let us logout as Setter. It is the time for the Reviewer to logon 

ǘƻ ŎƘŜŎƪ ǘƘŜ {ŜǘǘŜǊΩǎ ǉǳŜǎǘƛƻƴΦ  
 

 
 
 
 

Now, let us logout as Setter, by 
clicking [LOGOUT]. 

Step-1: You type [1] here.  

Step-2: Then you type the first 
answer as [Eyes]. Step-3: You then click [Add].  

Step-4: You can see that you 
have created the first multiple-
answer.  
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A7. LOGIN AS REVIEWER: Let us login as Reviewer. 
 

 
 
 
A8. Then you click [Survey] as shown below: 
 

 
 
 
A9. CHOOSE THE QUESTION TO REVIEW: Once you are done above, you will be led to the 

following page. 
 

 It gives you a list-down of published questions. You can choose which one you intend to 
review, by entering your User-ID and Password. 
 
Please follow the steps below. 

 
 

 
 
 
 
 

Now, let us take a look at the question as well as its 
multiple-choice answer, for review purpose. Please 
click [Survey] here.  

Over here, you can choose the said item that showed 
[SCIENCE- CHILLY] and then click [Start Survey]. The running 
number SV2011040200002 means, this question was set on 
year 2011, in the month of April (or 04), on date of 2

nd
 (or 02) 

and its running number is [000002]. 

Now, let us logon as [Reviewer] .  



OSS | WHITE PAPER | e-EXAMINATION PAPER SYSTEM  Page 21 

A10. TO REVIEW THE QUESTION: To review the question, you need to key in your User-ID 

and Password, as shown below, for authentication and to verify your User-Access-

wƛƎƘǘΩǎ. 

 

 

A11. YOUR QUESTION & MULTIPLE-ANSWER: You can see below that ǘƘŜ {ŜǘǘŜǊΩǎ question 
and its multiple-choice answer have been created, and you can review it. 

 

 
 
 

 
 

Step-2: The multiple 
answers are here. 

Step-3: The free text-box is here, 
where it allows the students to 
provide those text-based 
answers. 

Step-1: The question 
you created is shown 
here. 

Step-2: Then you click 
[Start Survey]. 

Step-1: To review, you need to key in 
your User-ID and Password, to access 
as [Reviewer]. 
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3. OSS APPLICATION SERVER (ASP.NET) - MIDDLEWARE 
 
3.1 INTRODUCTION OF OSS © APPLICATION SERVER (ASP.NET) 
 

 You can enhance the core App with the (optional) SOA middleware, OSS © 
APPLICATION SERVER, as the core App was already pre-built with a SOA interface. 

 
The middlewareΩǎ Ƴŀƛƴ ǇǳǊǇƻǎŜ ƛǎ ǘƻ ǇǊƻǾƛŘŜǎ ǘƘŜ {ȅǎǘŜƳ !ŘƳƛƴƛǎǘǊŀǘƻǊǎ ŀ ǎŜǘ ƻŦ ŎǊƛǘƛŎŀƭ 
central management tools for ensuring each login user to comply with. In short, it is a 
set of tool to ensure login users to comply with the stated corporate compliance and 
governance policies. 
 
Some of its salient features are ς to create User-Access-Group and to accord individual 
users their User-Access-right, to encrypt sensitive data fields within the Application, to 
ŀǳŘƛǘ ǘǊŀŎƪ ŜŀŎƘ ǳǎŜǊΩǎ ƭƻƎƛƴ ōŜƘŀǾƛƻǊ, to send trigger (SMS/Email) to users based on 
pre-determined threshold (via MOM, Messaging Oriented Middleware), Single-Sign-On 
and identity management. 
 
The following is a brief introduction on the essential services that provided by the App 
{ŜǊǾŜǊΩǎ {h!Υ 
 
A. SYSTEM SECURITY ς IDENTIFY AUTHENTICATION & PARAMETERS 
 
A.1 VALUE-BASED POLICIES 
A.2 STATE-BASED POLICIES 
 
B. AUTHENTICATION 
C. AUTHORIZATION 
D. AUDIT TRAIL & TRACK 
E. DATA PROTECTION: RSA ENCRYPTION 
F. ACCESS CONTROL MODULE- FILE ACCESS RIGHT TO APPLICATION COMPONENTS 
G. LDAP (LIGHTWEIGHT DIRECTORY ACCESS PROTOCOL) AND ACTIVE DIRECTORY 
H. REVOCATION OF USER ACCOUNT MODULE 
I. REPORT PORTAL MODULE  
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3.2 OSS APPLICATION SERVER ς SCREEN SHOT EXAMPLES  
 

The following screen shots are to illustrate how the said App-Server works, in particular for its 
govŜǊƴŀƴŎŜ ŎƻƳǇƭƛŀƴŎŜ ŀƴŘ ǎŜŎǳǊƛǘȅ ŎƻƴǘǊƻƭǎΩΦ  

 
A. THE LOGIN PAGE FOR SYSTEM ADMINISTRATOR 

 

 
 
 
B. SYSTEM SECURITY & CORPORATE GOVERNANCE: Upon login, the system first displays a 

global view of corporate governance and compliance page, as shown below. Over here, 
the System Administrator (SA) needs to preset all these parameters, before new users 
and then their respective access-right can be set later.  

 
Some of the common System Security features are:  
 
01. Value-based Policies ς such as minimum lengths and the presence of a minimum 

number for special characters; and 
02. State-based Policies ς such as expiration and maximum number of re-tries before 

being block out from access.  

For the system administrator, please 
key in your User-Id and Password. 
Remember, the fields are case-
sensitive. 
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Step-2: If you choose [Complex] 
for Password Type, it means all 
the password needs to be 
alpha-numerical. On the other 
hand, you also can enforce the 
ǇŀǎǎǿƻǊŘΩǎ ŎƘŀǊŀŎǘŜr length 
here, at [Password Length].  

Step-1: You need to pre-set how 
ŦǊŜǉǳŜƴǘ ǘƘŜ ǳǎŜǊΩǎ tŀǎǎǿƻǊŘ ƴŜŜŘǎ 
to be pre-set. If you leave it as (0), it 
means the user does not need to 
pre-set it again, once he/she has set 
it the first time. 
 

Step-1: You need to pre-set how 

ŦǊŜǉǳŜƴǘ ǘƘŜ ǳǎŜǊΩǎ tŀǎǎǿƻǊŘ ƴŜŜŘǎ 

to be pre-set. If you leave it as (0), it 

means the user does not need to 

pre-set it again, once he/she has set 

it the first time. 

 

Step-3: For [Logout Time], it 
means the system will auto-lock 
out if the said user is in-active 
for this [x] minute. For [Disable 
Login], it means the system will 
auto-disable the login trial once 
the user has failed [x] number 
of consecutive time of failed 
logins. For [Reactive Login], it 
means, once the user has failed 
to login for [Disable Login] 
fields, then he/she needs to get 
a new password again from the 
System Administrator to login. 
This field is to set the time apart 
of [x] minute when this new 
user can login again, from the 
last time of his/her login.  

Step-4: Over here, you also can pre-set 
whether you need the system to 
prompt the new user to change his/her 
password, once he/she logins the first 
time.  

Step-5: Once you are 
done, you can click 
[Save].  

Please read 
Step-4 below.  



C. ADD NEW USER: Once you were done above steps, then the next step you need to do is 
to add new users to the system. 

 
From this point onward, it means once you have created (or added) the new users, then 
ǘƘŜ ǎŀƛŘ ǳǎŜǊǎ ŀǊŜ ŀƭƭƻǿŜŘ ǘƻ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ !ǇǇƭƛŎŀǘƛƻƴ όƛƴ ǘƘƛǎ ŎŀǎŜΣ a!C/!ΩǎύΦ 

 
To add new users, please follow the steps below. 

 

 
 
 
 
 

Step-1: First, click [User]. 

Step-5: Once you clicked 
[Save], you can see the new 
user has been added over 
here.  

Step-3: Then you fill up 
these fields for the new 
user, in particular his User-ID 
and Password.  

Step-2: Please click [New 
User] button.  Step-4: Once you are 

done, you can click 
[Save].  

Importance: It is important 
ǘƻ ǎŜǘ ǘƘŜ ǎŀƛŘ ǳǎŜǊΩǎ ŜƴŘ-of-
ǇŜǊƛƻŘΩǎ ŘŀǘŜΣ ŦƻǊ Ŏŀǎes 
where you already were 
informed when the said user 
has resigned and his/her last 
day is [dd/mm/yyyy]. This is 
to prevent the said users to 
further login to download 
those information is not 
privy to him/her. 
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D. SET USER GROUP AND ITS USER-RIGHT: Once you were done with adding new user 
above, you need to now pre-set User Group and then its access-right, as shown in the 
following three screens.  
 

 
 

 
 
 
Once you were done [Step-5] above, you now are ready to set this user-ƎǊƻǳǇΩǎ ŀŎŎŜǎǎ ǊƛƎƘǘΦ 
Follow the steps below. 
 

 
 

Step-1: Please click 
[User Role Group].  

Step-4: Once you are done, 
please click [Save].  

Step-3: Then you key in 
ǘƘŜ ƴŜǿ ¦ǎŜǊ DǊƻǳǇΩǎ 
particular here.  

Step-2: Please click 
[Add].  

Step-5: Once you clicked 
[Save], you can see the new 
user group has been added 
over here.  

Step-6: You highlighted this 
User-Group first. .  

Step-7: Then you click [Access Control Setting], 
where its original blue color will become red. 
Please follow the next screen for access right 
setting. 
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Step-8: If you click this box, it means you 
allow this highlighted User-group to have 
this access. If you un-check it, then you 
double click the said same box.  

Step-9: Once you are done, 
please click [Save].  

Step-10: Then you click 
[Return] where the system 
will bring you back to 
Screen-4.  
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E. ASSIGNING USER RIGHT TO USER_GROUP: Once you have pre-set the User-DǊƻǳǇΩǎ 
Right as per Screen-4 above, now you need to link the User-Group to User.  

 
In other words, you need to assign user to which particular group where he/she (user) 
can be allowed to the said User-DǊƻǳǇΩǎ ǊƛƎƘǘΦ Cƻƭƭƻǿ ǘƘŜ ǎǘŜǇǎ ōŜƭƻǿ ŦƻǊ ǘƘŜ ǎŀƛŘ 
assigning user to User-Group.    

 

 

 

Step-1: You click 
[User In Role]. 

Step-3: Then you select 
one of the user-list 
here by highlighting the 
row.  

Step-4: Once you are 
done with Step-3, the 
user name will be 
appeared here. It 
means this user is now 
allowed to access the 
said Access Right.  

Step-3: Then you click [>>]. It 
means this user has been 
selected to access the said user 

Step-2: You select 
one of the User-
Group here, by 
highlighting it. 
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F. AUDIT TRACE: This screen shot depicts the App-Server provides the System 
!ŘƳƛƴƛǎǘǊŀǘƻǊ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŀǳŘƛǘ ǘǊŀŎƪƛƴƎ ƻƴ ŜŀŎƘ ƭƻƎƻƴ ǳǎŜǊΩǎ ōŜƘŀǾƛƻǊΣ ǎǳŎƘ ŀǎ 
his/her action of open which modules on date & time, and what actions he/she 
transacted (like, create, edit, save, delete, print, export and upload).  

 
The tracing can be detailed up to date, time and actions (create, delete, edit, save, 
update, print and export).  

 

 
 
 

 
 

 
 
 
 

 

 
 

Step-1: If you need to check person-!Ωǎ 
activities, you need to specify his name 
here and date range, then you click the 
green button.  

Step-2: Then the system will 
populate the information of 
this user over here. It showed 
on what date and time, this 
person-A had login and 
accessed what module, and 
what action he had done with 
the said data fields (edit, save 
or print).  

This drop-down is page number. 
Each display page can only display 
100-row. It means if you are 
checking a wide date range, it may 
contain and exceed more than 100 
rows and thus you click [2] is to 
show those rows from 101 to 200.  




