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1. TECHNICAL SPECIFICATIONS
11 PROGRAMMING TOOLS
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Microsoft Visual Studio.NET (ASP.NET & VB.NET) 3.0,
Infragistics.NET

AJAXand

JSON

oow>

1.2 DATABASE

The Application was prhuilt with a Data Access Layer (DAL) middleware, which permits
clients to deploy it with any preferred RDMS Database (from MS SQL to Oracle 11g to
DB2).

The default database is MySQL v5.0
1.3 APPICATION SOFTWARE ARCHITECTURE
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hardware (clustesservers). The said clusteerver in turn inherently provides

the said App with true Scalability, High Availability (or Failover) and Consistency

of Performance (or 3 to 5 seconds of elapse time). For depdélase refer to

[Section 1.4 Hardware Deployment] below.

(0 =N

B. SOA(Services Orient Architecture, details are at Section 3.0 below): It is an add
on standalone portal for the benefit of System Administrators. The core
purpose of it is to equip the Systendinistrators an array of central contrql
to ensure all applications that bind with it to comply with Single -Bighdentity
Management, Audit Trace, RSA Encryption, Alert Messaging Service and others.
Client can opt for this as option.

The followingdiagram depicts the said frameworks-tier and SOA architecturegsfor
visual understanding.
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1.4

HARDWARE ARCHITECHUR

The following is to explain how thetiér App to enable client to deploy it in a cluster
server environment. The clear qaoses of clustedeployment are to achieve the
enterprisegrade capabilities, likEcalability, Failover (or High Availability) and
Consistency of Performance.

A. Basic Model: To achieve base HA, client can configure the App that consists of two

(2) web, two (2) application and two (2) database servers which is capable to
support 150 named users. Details are depicted at Diagram 1.4(A); and

ScaleUP Model: The basic model in Diagram 1.4(A) can be further scaled up over

time to allow accommodating increasiagd-on number of concurrent users, when

the underlying business grows. You can scale the base up to 32 web, 12 application

and 2 database server with ameed to alter a single code of the underlying
application. Under this scalgp, you can expect to suppoapproximate 1,000
named users. Details are at [Diagram 1.4 (B)].

Diagram 1.4 (A)

N-TIER SYSTEM HARDWAREG® DESIGN & CONFIGURATION: It consist of 2-Web Servers, 2-
Application Servers and 2 Database Servers.

INTERNET
S
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© U

LOAD
BALANCER
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2 units [App Servers]

Operating System
2 units [Web
Servers]

0SS Application Software

SWITCH-1 SWITCH-2

1. MS Windows Server 2008 (Enterprise Edition)

SAN PRIMARY
DATA
STORAGE

Database Server
Active Node
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Passive Node
Operating System
1. MS Windows Server
2008 (Enterprise
Edition)

2. Database
Independence Client can
choose any:

TAPE DRIVE
LIBRARY (AS
BACK-UP)
-1BM DB2,

- Oracle 10 g or

- Microsoft SQL 2005
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Diagram 1.4 (B)

N-TIER APPLICATIONS TO SUPPORT REDUNDANCY (FAILOVER) AND HIGH AVAILABILITY (HA)
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15 OVERALL DIAGRAM OF COMBISEEBTENMOFTWARE& SYSTEMIARDWARE

The followirg diagram is to depict the logical-tmcations (or relationship) between the
clusterserver (hardware) and-Ner based Application (software), when they are
deployed together.

TOPOLOGY ON HARDWARE AND APPLICATION SOFTWARE DEPLOYMENT & CONFI GURATION
End-Users END-USERS
System Security: Access Control
Web .
Manager & Session Control
Servers
icati Application Application Application
Application Software-1 Software-2 Software-3
Server
Application Infrastructure Building Block: Access Control,
Encryption, Audit Track, Single-Sign_In, SMS, Report
Portal & Others
A i
\
Data Access
Layer (DAL)
Database 4 i
Server ¥
Database
SAN/NAS
BACK-UP
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2. APPLICATION INTRODUCTIEBATUREPECIFIGAONS 88§CREEN SHCHAGR
ILLUSTRATIONS

2.1 INTRODUCTIONBUSINESS APPLICATIONS
INTRODUCTION

The ApplicationDSS CE EXAMINATION PAPER SYSTABP.NETY35, is part of our
wider EEducation Application Series, whiehcompas the following main modules:

E-Student Registration Portal (ASP.NET)

ELearning Management System (LMS) (ASP.NET)

ELibrary Management System (ASP.NET)

ELecturer, Exam& Curriculum Administration Management System (ASP.NET)
EFacility Resource Scheduler Maaatent System (ASP.NET)

E-Document Management System (AISET)

E-Enterprise Contents Management System (ASP.NET)

EWeb Publishing Management System (ASP.NET), and

E-College Application Server (ASP.NET)

TIOMMmMOOw>

The purpose of the Applicationdst provides the comprehensive, exid-end life cycle
of work flow to therelevantstakeholders; from Exam Setter to Reviewer, to System
Administrators to Lecirers¢ to manage, administrate and service tRgamination
Papef Ceation and Archival Process.
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OSS © EXAMINATION PAPER SYSTEM: OVERALL WORK FLOW MECHANISM FOR STAKEHOLDERS (SYSTEM
ADMINISTRATORS, SETTER, MODERATOR, HEAD, CHAIRMAN AND OTHERS
ROUTER  waiL LOAD 0ss Application Software
BALANER + Business LOgIC DATABASESER\/ER PRIMARY DATA
EXAMINATION SETTERS % ﬂ Active Node STORAGE(NAS
N
Pl o ” 2 |- _
S o ==
\ D EI]: ” F%mveNode
) 4 [
& INTERNEI/ T
SWITCH-1 ' SWITCH-2
I
EXAM-t ! 9
REVIEWER' MODERATORS EXAM PAPER- SERETARY PRINTING
SYSTEM
ADMINISTRATORS
& @ DATA OUTPUT: REPORT, ANALYSIS,
DASHBOARD & UPDATES S 2
& @ REPORT [ ] < ,nl lnl 'nl 'n‘ <« »
_ ACCESS
“ w
CHAIRMAN (TO
DEPARTMENT HEADS Sharan T
v THE LIST AS FINAL
EXAM QUESTIONS) |
[ N UPDATE & REPORTS EXAM-PAPERS
'nl 'HI 'nl 'n‘ < DIRECTLY TO
WL

As the Application is designed irtidr and Modular basis, it can be either deployed as
standalone or bundled with otherdEducation Applidéon Series in the clusteserver
environment.

¢CKS LI AOFGA2Yy>S a ¢Sttt a Ada NBfIFGSR adzad
higher educationnstitutions.

To understand how the Applicationiiger-linked with other EEducation serie€@you
may download the related whitpapers from our website atww.openspec.com

BUSINESS APPLICATIONS

TheApplication is designed for clients who have had the followingjiess
requirements:

A. HIGHEREARNINGOLLEGES
This is applied for both private and public higher education colleges which offer

higherlearningprograms(such adiploma, Degree and PeSraduate
Certifications.

B. MINISTRY OF EDUCATIONDE)
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For most, the MOE as the principal owner, who procuresamasthe Ap3
underlying source code#.in turn provides a customized solutiom suit its wide
and diverse public schodlseeds, with tight security control in place.
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2.2

221

1.1

1.2

2.1

APRQ) FEATUREPECIFICATIONS

FEATUREINTRODUCTION

TheALJLJt A O (A 2 y W are tO@rdViBe ainigi@ap eado-endwork flow
toolsto help School/Colleg&ExamPaper System Administrators to set, manage the
work flow among all stakeholders, with regard to Exam Pajsmtm@nically.

The stakeholders in the work flow are:

Vi.

Exam Setteg who are assined the roles to create and set Exam questions;
Exam Reviewer/Modator- who are assigned the roles to review the questions
that had been created by the Setteta.some case, the Reviewers are required
to take the exam as trial, in order to provide feedback and suggestions to the
ExamSeters, before the said exam questions to be published;

System Administratorsvho assign the UsekccessRight to all the stakeholders;
Chairmarg whoseroles are to make the final section of the exam questions to
be included in the Exam Paper, and

Printers who are assigned a useght to loginto the system to extract out the
exam question, for printing and distribution purposes; and

Achiever whose roles are to achieve those-pnblished questioa where they
may be reuse it again in the next few semester.

Thesystemis complete cloudeady.It supportsthe processes fronendto-end
electronically It means, all the proposed features, can be accessed bysars, thru a
simple web browser and broadband connection.

BACKGROUND

The System support® kinds of examination papersfrom creation to archival work
flow: new and spare

The workflows for both are similar except that for spare examination paper there is no
setting stage, only moderating stage.

WORKFLOWDEFINING ROLES

The Systensupports the following stakeholde®oles and responsibilities:

(a) Administrator

(b) Secretary

(c) Setter

(d) Moderator

(e) Head

(H Manager

(g) Deputy Director and Director
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2.2

2.3

2.4

2.5

2.6

(h) Chairman
The Administrato® role is tadeclare the start date and end date of the exam points.

Once thefstart datd and[end datg are set, the Secretary wikssign the names of
following to the system:

A. Setter,
B. Moderator,and
C. Head and othes for approval processes.

BlackListed:The Systemupportsthe Administrator to define a list of blacklisted Setter
and Moderator with a specified time period of debarment. When the Secretary keys in
the entries, the System shouédito-check that none of the names belongs to the active
blacklisted list.

Orce the Secretary has finalized all the roles, a workflow will be created to route to the
Chairman for approval of the roles. Upon approval, an email alert should be triggered to
inform the relevant parties, ie Setters and Moderators, cc Heads, abougtaheof the
development of examination papers.

The System supports the System Administrators to set multiple AseessGroup and
then accord each group with unique Accé&&ght,in order to manage the overall
security from topdown manner.

WORKFLOW SETTING & MODERATING

Before Setter and Moderator camommerce their works to develop the exam
paper;upon login the Systenwill enforcee-Declamtion that they are not related
to students taking the examination.

The Settetogs in and he/sha&vill developthe examinationquestions in a
standardized template generated from the System.

The templatecan begenerated from a welbased System to allow the subsequent
extraction of the components of the examination papers like the tjaes, options
and other pertinent attributes (ex taxonomy level, topic coverage) into a relational
database. The Systesupportsflexiblecreation ofwide rangetemplates based on
different examination format (ex Multiple Choice Questions, Short Answer
Questions).

Once the Siter has finished setting the papeihe System supports hirto view his
before the said exarpapers be sent out to the moderators.

Setter will prepare other related documents like drawing, formulae tables,
solutions/marking scheme and Tools, Materials & Equipment (TML) list.
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f. The system will routéhis documetn, together with the drdt examination papers
and other related materials as a documetat the Moderator.

g. Anemail alert will be triggered to the Moderator to retrieve the draft examination
document set.

h.  The Moderator will moderate the examination document sAs part of the
moderation, a task should be created to remind the Moderator to attempt the
jdzSatGA2yas gAlGK2dzi €221Ay3 G {SGIGSNRa az2f

i Once completed, the document set will be sent back to the Setter with an email
alert triggered. This cycle of setting and neoalting will continue until the
examination document set is ready to be confirmed.

j- Once it is ready to be confirmed, the Setter will proedd and confirm it. Once
confirmation is completed, the Moderator will get an email alert to proofread and
confirm it as well.

k. When the Moderator has completed, the stage of setting and moderation is
completed and the next stage is for approving aneéstihg of examination paper.

V. WORKFLOWAPPROVING AND SELECTION

a. The Head will check on the quality of the examination papers.

b. If amendment is needed, the Head will reject the paper, and the System shall
reinstate access rights for Setter and Moderatodahe workflow for setting and
moderating shall repeat.

C. If no amendment is required, the examination paper will be forwarded to the
Manager, Deputy Director and Directasspecifiedunder the system

d. They (Manager, Deputy Director and Director) are given the option tewetrie
LI LISNJ 6 AGKAY Yy FTRYAYAAGNF 62NR& RSFAYSR gA)

e.  Once the window periothaslapsed, an email will be triggered to Chairman for him
to do selection of examination papers.

f. The Chairman should have the option to delegate selection of examinatjmer pa
to a Manager.

g. The Chairmaean have the optiomo view the examination paper before selection.

h.  The System should allow the Chairman to do selection over multiple login sessions
by saving the previous selection for instance.
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i. After the administratordefined period has lapsed, the Chairman should still be able
to do selection. This is applicable for late submissions.

V. WORKFLOW PRINTING

a.  The Exam Printing Department will receive an email alert when the Chairman has
confirmed tre selection.

b.  The Exam Printing Department will retrieve the document sets to be printed.
C. Version history for the documents this stage can bdisabled it isto ensureonly

the final selected set of the examinations paper are available for printing.

VL. WORKFLOW COMPLETION

a.  Once wakflow is completed, unselected examination papers will be retained for
use as spare examination paper for the next examination point.

b. A mechanisnsupportsthat the spare examination paper will be available for
moderation during the next examination point.

C. After the completion of the examinatiosetting, the Systenprovidesexport-
function to export the examination papers in PDF (or other document file format)
to CD/DVD for archivaDuring the export process, the examination pagexgater-
marked to indicate that it is for archival.

VIl.  REPORTING

a.  The Systen support audit trail report for all online transactions

b.  The Systemupportsthe provision ofprogressdetailsof the workflow like when
the Setter, Moderator and Head have confirmed the paper and when Manager,
Deputy Director and Director have viewed the paper.

C. Query:The System should provide details on the list of selected papers, unselected
paper and activated spare paper by names of Setter/Moderator, course and other
pertinent attributes.

d.  Thesystem supportslynamicreport@ generating.

VIIl.  OTHERS

a. The Systensupportsthe administrator to blacklist Setter and Modsor for a
period of time.
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b. E-DeclarationBefore the Setter and Moderator can have access to the System,
they have to do an online-Beclaration. The contents of thel@eclarationare
administrated anceditable by the Administrator.

c.  The Systensupportsversiorrcontrol, both Office and noiDffice documents
uploaded to the System.

d. As all examination papers are based on Sysgemerated template, theSystem
providesoption to the Setter/Administrator to remove certain elements like the
taxonomic level of the examination papers before grigt

e. The Systensupportsthe voidright that accorded tahe Systemadministrator. It
means the SA caroidthe readysetexamination papers. Unselected examination
papers older than an administratalefined period should also be void
automatically.

f. The Systenallowsthe administrator to activate spare examination paper for
printing by theExam Printing Department. Once spare paper is activated, the
System shall classify it as a selected paper and treat it as per the normal treatment
for selected paper.

g. The System should allow manual upload of examination papers for archival
purposes.

h.  TheSystem should allow the administrator to make amendments to selected
examination papers before being exported for archivabtgitale-Documentation
(optional item)

i. The Systemupport link to e-Document Systerwhich serves as a repository for
past year exam papers.

j- MOM (Messaging Oriented Middlewar@&etween each stage of workfloBystem
Admin can seappropriate email tigger to notify the action parties. In additioi,
further providesreminder alerts to notify the participants of workflow to log into
the System to ensure that the workflow is completed timely.

k. In the event that the Setter/Moderator/Head for workflow is not around for
extended period, the Systenupports the Systen$ecretary to select a replacement
for delegation of roles.
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23 APR) §CREEN SH®FOR ILLUSTRATIONS

In this example, we are to demo, by using the OFSERaminatiorPaper SystertASP.NE)
v3.5, to produce the following examplef QuestionMaking

QUESTION: _ _ . _
1 When we are eating or cutting chillies, we know that they are spicy. Wi
one of the following sense organs tells us that?
A Eyes
B Ears
C Tongue
D Skin
White Box:
Al. THEGENERAL LOGINPABEONB | 4SS F 9EI YQa ljdzSadAazyz
shown below.
s SNy  f—
0SS (C) LEARNING MANAGEMENTYSTEM (ASPNE) s
Z 7 DANW 3 ' B e

Home

Mar 04, 2011

&\
(p))
(p))
¢ A

Main Menu L

To login, please enter your

User Name ELIT
Password

$§(C)

UsetrlD and Password here.

New Use

A2.

CREAEAN NEW EXAM QUESTIONo create your first question, please see the steps

as explained below.

Dictionary
Application
Report

Survey Setting

SurveyCode -

(2]C)

Q/\r\m’y Setting -

<E[ep 2: Please click [Add].
imn header

I T I
SERVER'S .
WHICH SERVER'S BRAND IS
L/ Inéomnation Techology BRANDAS | YOUR PREFERRED Edt | |[[_ viewSuneyResles | | X
. Department PREFERRED CHOICE?
Stepl: Please click CHOICE ’
. TEST - - -
[ExamSetting]. SIS SURVEY DESC [ Edit | |[ ViewSurveyReplies | | ¥
Information Techology
Depariment CAR SURVEY |CAR SURVEY DESC [ Edit ] |[ wviewsurveyReplies | | X
Account O, | TESTHoUsE [ edie ] ([ viewSuneyReglies | |X
TO ASK READER TO
Account f‘gﬁrgf\fm CHOOSE THEBEST PUBLIC |[_ Edit | [ ViewSurveyReplies | | X
HOLIDAY IN SINGAPORE
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A3. 9.1l a v | 9{ ¢ L h OHefirst fevdstepgsdrentadéfine the parameters of the
new Exam question, please see below.

Step3: Let us give a name to
this Exam, called [SCIENCE
CHILLY].

Survey Setting

[ e ] S 1

Dictionary

Application
SCIENCE - CHILLY

VWHEMN WE ARE EATING OR CUTTING CHILLIES, WE KNOW THAT THEY ARE SPICY. WHICH ONE OF  »
THE FOLLOWING SENSE DRGANS TELLS US THAT?

Survey Name

Report

Survey Description

7| Survey Setting i /
Step4: Let us set the date
7] errective From 0100412011 W range where they can be
Effective To 30/04/2011 w need
- Created By UserlD Created By UserlD I
Created Date ot Sef] hd
Department Chemistry Department v Step5: The System will auto
\ .
recognize your name, your
Add BACK
department here.

Step6: Please click [Add]
button here.
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A4.  CREATE A QUESTIOMer there, the system will then provide yomew window, as
shown below, to allow you to create yoguestion here.

[ wonnen o

Dictionary
Application
Report
@ Survey Setting i

Survey Setting
Survey Code (Auto)
Survey Name
Survey Description

Effective From
Effective To
Created By UserlD
Created Date

Department

SCIENCE - CHILLY

VWHEMN WE ARE EATING OR CUTTING CHILLIES, WE KNOW THAT THEY ARE SPICY. WHICH ONE OF =

THE FOLLOWING SENSE ORGANS TELLS US THAT?

01/04/2011
30/04/2011
Created By UserlD

Chemistry Department

Step7: The System will
provide you a new window,
as shown below. Over here,
you can create your

.

T oo amenhame | Fro Tobox |

o question here.
7Z—
/ Question Setting \
i Fr [

Sortlo 03 ya

Question Hame ([ You need to number of your

s’h“""‘ ; ;‘ngla guestion here, as the

ow type -

| system allows you to create
[Not Set v as many questions as
possible under a same ID.

For example, SortNo [1]
means, this is your first
question. If you enter [2],

then it will be your second

Let us then key in the question, as shown below:

Qjestion /

Question Setting
QuestionlD | Auto )

25

~

Sortho 3B
Question Hame VWHEN WE ARE EATING OR CUTTING CHILLIES, WE KNOW THA THEY ARE SPICY. WHICH ONE OF THE F
Free Textbox
Show type Single -
03042011 w
[ ad
DOGS ARE OFTEN USED TO LOCATE
1 1 MISSING PEQPLE BECALISE OF THEIR |
KEEN SENSE OF
2 2 OLD UNCLE SAM 1S BLIND. HE IS UNABLE 0
TO TELL THE OF AN OBJECT.

Edit }(
X

CHILLIES, WE KNOW THA THEY ARE
SPICY. WHICH OME OF THE FOLLOWING

SENSE ORGAN TELLS US THAT?

Step8: Then we now should go to
create the response (or multiple
answers), by clicking this [Edit].

N~

_
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AS.

LET CREATE THIEH IPLEEHOICENSWER Over below, let us create thaultiple

answers as (1) Eyes, (2) Ears, (3) Tongue and (4PBkise follow the stepselow.

== ]

Dictionary

Application
Report
L7 Survey Setting |

Survey Code
Survey Name

QuestionID
Sortho
Question Name
Is Show Others
Show type

SCIENCE EXAM - MONTH_2

\ Iz
VWHEN WE ARE EATING OR CUTTING CHILLIES, WE KNOW THA THEY ARE SPICY. WHICH ONE OF THE F
Single -

BACK

ChoicelD ( Auto)
Sortlo

Choice Name

[ Step3: You then click

[Add].

Eeplz You type [1] here.
| k]
11 :

(1) EYES

\
tep2: Then you type the first
v answer as [Eyes].
Edit

Choice Name

TEFERRS N

3 {3) TONGUE X
4 4 SKIN

Step4: You can see that you

iKS

have created the first multiple
answer.

o2@S 6{ ONB Shoice gnawvéars: (i 2

ONB I S

YouOl y NBLISI {

A6. LOGON AS SETTHBw, let us logat as Setterlt is the time for the Reviewer to logon

iKS

 dzSa A2y o

G2 OKSO1

{SGGSNDaA

|m

Survey Setting

Bahasa Melayu «

Login : admin BM LOGOUT [ C]

ange Password ] Apr 02, 2011

Dictionary
Survey Code (Auto) fz000002
Application
Survey Name SCIEMCE - CHILLY
Rmﬂ_ Survey Description wHen we ARE EaTne or cuTTiv cHiLEs, weknow T NOW, let us logout as Setter, by
Surve 7 . .
y THE FOLLOWING SENSE ORGANS TELLS US THAT? clickingLOGOUT].
[ Survey Setting i
|| Effective From 1142011 v e
Effective To 30412011 v
~ Created By UserlD admin
Created Date 214120 b
Department Chemistry Department v
OSSWHITE PAPERe-EXAMINATION PAPER SST Pagel9



AT. LOGIN AS REVIEWEEt us login as Reviewer.

Main Menu L] Jabatan Latihan Khidmat Negara (BETA)

I "oms Now, let us logon as [Reviewer] .

Password

A8.  Then you click [Survey] as shown below:

T = e o o G
—— . ...

Public Application

Now, let us take a look at the question as well as its
multiple-choice answer, for review purpose. Please
click [Survey] here.

Public Search

A9. CHOOSE THE QUESTION TO RE@He@/you are done above, you will be led to the
following page.

It gives you dist-down of published questions. You can choose which one you intend to
review, by entering your Usdb and Password.

Please follow the steps below.

Public Survey
User Name

Password

ew veer]
Public Application Drag a column header here to group by that column

SERVER'S BRAND | WHICH SERVER'S BRAND IS
Information Techology Department | SUR20110321000001 | AS PREFERRED | YOUR PREFERRED

CHOICE CHOICE?

(7] Survey il
SV20110323000001 | TEST SURVEY SURVEY DESC
Information Techology Department | SV20110331000001 | CAR SURVEY CAR SURVEY DESC

Account SV20110401000001 | HOUSE SURVEY | TEST HOUSE
TO ASK READER TO
Account Sv20110401000002 | AT ERRED CHOOSE THE BEST PUBLIC

HOLIDAY IN SINGAFORE
| SV20110402000001 [ SCIENGE-CHILY | SCIENCE ONCHILY

WHEN WE ARE EATING OR
CUTTING CHILLIES, WE
- oy N DT e
Chemistry Department SV20110402000002 | SCIENCE - CHILLY SPICY. WHICH ONE OF THE Start Survey

FOLLOWING SENSE

mu can choose the said item that showem

[SCIENCGEHILLY] and then click [Start Swyiv The running
number SV2011040200002 means, this question was set on
year 2011, in the month of April (or 04), on date 6?®r 02)
and its running number is [000002].
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A10. TO REVIEW THRJESTION 0 review the question, you need to key in yblgerID
and Password, as shown belofer authentication and to verify your Uséiccess
wAIK(GIQa

Full Name michael
Email

mike@open-spec.com

Public Application

Start Survey

Public Search

Stepl: To review, you need to key in
your UserlD and Password, to access

Step2: Then you click as [Reviewer].

[Start Survey].

7] Survey

All. YOUR QUESTIONWUILTIPLEANSWERYou can see below thit K S { Quéstiod NI a
and its multiplechoice answer have been createzhd you can review.it

1: DOGS ARE OFTEN USED TO LOCATE MISSING PEOPLE BECAUSE OF THEIR KEEN SENSE OF

) (1) HEARING

©) (2) sMELL

@) (2) SIGHT

() (4) TOUEH

2 : OLD UNCLE SAM IS BLIND. HE IS UNABLE TO TELL THE OF AN OBIECT. Stepl The queStiOn
© (ysize youcreated isshown
© (2) sHAPE here.

@) (3) coLour

) (4) TEXTURE

3 WHEN WE ARE EATING OR CUTTING CHILLIES, WE KNOW THA THEY ARE SPICY. WHICH ONE OF THE FOLLOWING SENSE ORGAN TELLS US THAT?

@ (1) EvES ]
® (2) EARs Step2: Themultiple
© (2) TONGUE answers are here.

@ (4 sKIN

Others = /\ s
'}

Step3: The free texbox is here,
where it allows the students to
provide those texdbased
answers.
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3.1

OSS APPLICATION SER¥ER.NET)MIDDLEWARE
INTRODUCTION OF OSS © APPLICATION SERVER (ASP.NET)

You can enhancie core App with the (optional) SOA middlewats&sS ©
APPLICATION SERVasthe core App was already grailt with a SOA interface.

ThemiddlewareQa Y I Ay LJzN1J2&aS Aa (G2 LINRPOARSaA
central management tas for ensuring each login user to comply withshort, itisa
set of tool to ensurdogin users to comply with the statamrporate compliancand
governance policies.

Some of its salient featureseg to create UsetAccessGroup and to accord individual
users their UseAccesgight, to encryptsensitive data fields within the Applicatiqmo

I dzZRAG GNIF O1 S OKto siddfgga EMI/EmaEi)ty usérshiseddh 2 N
pre-determined threshold (via MOM, Messaging Oriented Middleware), &BigirOn

and identity management.

The following is a brief introduction on the essential services that provided by the App
{ SNBSNRa {h!Y

A. SYSTEM SECURJTENTIFY AUTHENTICOAT& RARAMETERS

Al VALUEBASED POLICIES
A.2 STATBASED POLICIES

AUTHENTICATION

AUTHORIZATION

AUDIT TRAIL & TRACK

DATA PROTECTION: RSERYPTION

ACCESS CONTROL MEHILE ACCESS RIGHAHRLICATION COMPONEN
LDAP (LIGHTWEIGHRBCTORXCCESS PROTOCOL)ACIDVE DIRECTORY
REVOCATION OF USER®@UNT MODULE

REPORT PORTAL MODULE

TIOomMmOOw

idKS

J

{ ea
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3.2 OSS APPLICATION SERVEEREEN SHOT EXAMPLES

The following screen shots are to illustrate how the said-8ppver works, in particular for its
goSNY I yOS O2YLIX AlFIyOS |yR aSOdaNAGE O2y(GNRBfaQo

A. THE LOGIN PAGE FOR SYSTEM ADMINISTRATOR

User Login

For the system administrator, pleas

User Hame key in your Useld and Password.
Password Remember, the fields are case
sensitive.

B. SYSTEM SECURITY & CORPORATE GOVERIJMpaRN (@gin, the system first displays a
global view of corporate governance and compliance page, as shown below. Over here,
the System Administrator (SA) needs to preset all these parameters, before new users
and then their respective accesght can be set later.

Some of the common System Security features are:

01. Valuebased Policieg such as minimum lengths and the preserof a minimum
number for special characters; and

02. Statebased Policieg such as expiration and maximum number otries before
being block out from access.
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Y

._.,..:(yf _.\[4.,] il ;

Stepl: You need to prset how

alphanumerical. On the other

hand, you also can enforce the
LI 24462 NRQEngOK I
here, at [Password Length].

N

All Users Are Required To Change Password At Next Logon : Con @of

FNEIljdzSyd GKS dza s
to be preset. If you leave it a), it
means the user does not need to
pre-set it again, once he/she has se
Home ] . ' ;
it the first time.
General Setting Stepl: Youneed to preset how
ENB L dzS /il 1 KS dza s
|/ General _| tobe preset. If you leave it 4s (0), it
] Audi Tral PassWord Duration : Change Every 0'%| means the user does not need to
= Loap _ _ has se
PassWord Type : @ Complex ) Normal
/Stepz: If you choose [Complex] =
. PassWord Length = Mini Blw
for Password Type, it means all e T characters Please read
the password needs to be Step4 below.

Logout Time : Auto Log Out After |

Y
&0 "| minutes In Active

Disable Login : Disable Account After |

2%
¥ | times Cansecutive Login Fail

Reactivate Login : Reactivate Account |

of#]

minutes after last fail Login )

Step3: For [Logout Time], it
means the system will auttock
out if the said user is iactive

[New User : Prompt New User Change Password

Con @ off

for this [x] minute. For [Disable
Login], it means the system will
auto-disable the login trial once
the user has failed [x] number
of consecutive time of faité
logins. For [Reactive Login], it
means, once the user has failec
to login for [Disable Login]
fields, then he/she needs to get
a new password again from the
System Administrator to login.
This field is to set the time apar
of [x] minute when this new
user can login again, from the
last time of his/her login.

Step4: Over here, you also can pset
whether you need the system to
prompt the new user to change his/her
password, once he/she logins the first
time.

[ Save Cancel

N\

Step5: Once you are
done, you can click
[Save].

J
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to add new users to the system.

ADD NEW USERNce you were done above steps, then the next step you neeao is

From this point onward, it means once you have created (or added) the new users, then

iKS

To add new users, please follow thieps below.

Home ]

Admin Panel

aF AR dzaSNA |

User Control

NI

(r:) User i UserlD -
[=:7]

ﬁ?ﬂ User In Role

I tt26SR

G2

I 00Saa G2 GKS

Login : admin [ LegOut] Sep 17, 2010

Report Portal

Stepl: First, click [User].

Step5: Once youclicked
[Save], you can see the new
user has been added over
here.

| Active User | Inactive User |
Drag a celumn header here to group by that column
T ey e e
ADMIN DEBARTMENT 2010/May/05 2010/Dec/31 -
admin ADMINISTRATOR 2007 /Jan/01 Z0Z0/Feb/0Z |i‘
i LIMAHFOOK aflim@p-perdana,.com 2009/Dec/24 2010/Dec/31
':IE'ONGNDER LETEENE alex@p-perdana.com 2009/May/31 2010/Dec/31
azahar AZHAR BIN HAMID azahar@p-perdanz.local Z005/May/31 2010/Dec/31
BB ANA BIYAN ANAK
ASIP @ JAIN bb@p-perdana.local 2009/0ct/01 2010/Dec/31
BUWANT &/
buwvani RAVICHANDRAN mfpp@p-perdana.com 2009/Now/13 2010/Dec/31
CAROLINE LEE carol@p-perdana.com 2009/Apr/01 2010/Dec/31 il

Step3: Then yu fill up
these fields for the new
user, in particular his Uséb
and Password.

User [D

Password

Confirm Password

To | MNull hd

ull Name
NRIC Mo

Email Address

[ Mewuser ||

Delet= || Save I

Cancel |

]

tep4: Once you are

Step2: Please click [New
User] button S
[Save].

A

done, you can click

iny to him/her.

’ Importance: It is important

2 484G GKS o0&
LISNA2RQ& eRI (S
where you already were
informed when the said user
has resigned and his/her las
day is [dd/mm/yyyy]. This is
to prevent the said users to
further login to download

those information is not




Stepl: Please click
[User Role Group]

User Group 1D

SET USER GROUP AND ITS-BEHR Once you were done with adding new user
above, you need to now preet User Group and then its accegght, as shown in the
following three screens.

Login : admin [ LogOut] Sep 17, 2010

Step5: Once youclicked

Account Dept - Executive

Admin Administrator

Admin - Fxecytive

[Save], you can see the new
user group has been added
over here.

Has full control of the web site. I

Update Asset Listing

Asset Transfer From PO

Can create and manage areas, lists, libraries, and sites.
Contract -QS

Contract - Admin Wark

T

Emm ianei User Roles Group
[
N s Acc-Exec
£22 user Role Group | Admin Adm
[iri]
Report Portal 4 Administrators
R Asset
L Asset- PO
| ContentManager
0| Contract-Q5S
r"rmrrarr Admin
Step3: Then you key in Group ID
U K S y‘ S g : S Group Name

particular here.

Access Control Setting

Step2: Please click
[Add].

Delste [

Save [ Cancel ]

please click [Save]

Step4: Once you are done,J

Once you were done {&p-5] above, you now are ready to set this useNR dzLJQ a

Follow the steps below.

Home ]

Admin Panel

User

B, User

User Roles Group

Account DEEt - Exscutive

/% User Role Group
Report Portal

I 00Saa

Step6: You highlighted this
UserGroup first. .

L

m

Administrators
Asset

Aszset- PO
ContentManager

Contract -Q5

Has full control of the Web site.

Update Asset Listing

Aszset Transfer From PO

Can create and manage areas, lists, libraries, and sites,

Cantract -QS

Access Control Setting

il Fonteacr-admin Cantract - Admin Wil
[ [
Group ID Admin A
Group Name Admin Administrator
1 [ Add ] [ Delete ] [ Save ] [ Cancel ]

Step7: Then you click [Access Control Sm

where its original blue color will become red.
| Please follow the next screen for access right

NA 3 |

Qttinq.

_~
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User Group Code = Admin Adm

User Group Mame : Admin Administrator

= Group Mame : Administr: tion Module (3)

Allowed Module Name
Edit User
Celete User

Add User

Module Name

Update Asset

Asset Transfer From PO

Add Asset

Delete Asset

Step8: If you click this box, it means you
allow this highlighted Usegroup to have

this access. If you ucheck it, then you

double click the said same box.

Save ] [ Return ]

Step9: Once you are dog
please click [Save].

N

Step10: Then you click
[Return] where the system
will bring you back to
Screerd.

OSSWHITE PAPERe-EXAMINATION PAPER SST

Page27



E. ASSIGNING USER RIGHT TO USER_GBtigejou have prset the UseiD NB dzLJQ &
Right as per Screehabove, now you need to link the UgBroup to Wer.

In other words, you need to assign user to which particular group where he/she (user)
can be allowed to the said UsBrNR dzLJQ&a NAIKGP C2ft 26 GKS aidSLi
assigning user to Us&roup.

Step4: Once you aD
done with Steg3, the
user name will be

User In Role appearal here. It
means this user is now

Stepl: You click
[User In Role].

- Account Dept - Executiva allowed to access the
| é UTET RO Croup I Admin Administrator said Access R|ght
.;Q;I.Iserlnﬂole I . C .
Report Portal Administratars Has full control of the Web site, J
TSN TN

Stepz You Se|eCt | | Asser- PO Asset Transfer From PO

one Of the Usef | ContentManager Can create and manage areas, lists, libraries, and sites,
0| Contract -Q5 Contract-Q5

Group here, by

’ Contract - Admin Work
highlightingit. | e
Selected Users

.| admin [[] |ADMINISTRATOR Sl =jenn\f_uh [ | 3NNy oH
| messelena [] | MESSELENA BT SHAMSUDIN El
o e B | oz v
| mlsia [ [siaMEELAH \
| pater [[] | PETER CHIA PENG HAI
| stephani= [[] |STEPHANIE TAN
| kasturi [[] | KASTURT A/B SUBRAMANIAM
Ll shafres I e Step3: Then yu click [>>]. It\
o | nven [0 |nvEN cHUISAN means this user has been
H melissa 1 | meLIssA LEOW 2 selected to access the said use

Step3: Then you select

one of the usetlist
here by highlighting the

row. \
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F. AUDIT TRACINhis screen shot ghécts the AppServer provides the System
' RYAYAAUGNI 02N I O2YLINBKSYaA@d@S IdzRAG GNY Ol Ay 3
his/her action of open which modules on date & time, and what actions he/she
transacted (like, create, edit, save, delete, pringpert and upload).

The tracing can be detailed up to date, time and actions (create, delete, edit, save,
update, print and export).

X R L )
’ ; /, Step1: If you need to check persdnQ &
%,p .24  activities, you need to specify his name [*«
S, here and date range, then you click the |
[Home] green button. i
Audit Trail Records
———lacal
| | Audit Trail I Selectad Audit Logs From : | 17/09/2010 ¥ To: 17/09/2010 v
= LDAP
UserID
= BeE
Report Portal
Drag a column header here to group by that column
Step2: Then the system will ;
populate the information of A179241110HH1313T |Application | Security Success Login ipleole,
this user over here_‘ It ShOWEd A179241110HH2030T | Application | Security Success Login 17/09iz010.
on what date and time, this TS| S—— | — . - T3 0915615
- ication ecurity uccess Login y &
personA had login and i £ 2:20:29 PM

accessed what module, and
what action he had done with
the said data fields (edit, save

ﬁhis dropdown is page numbe\r.\

or print). Each display page can only display
\ / 100-row. It means if you are
checking a wide date range, it may
contain and exceed more than 100
rows and thus youlick [2] is to
show those rows from 101 to 200.

N _
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