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TECHNICAL SPECIFICATIONS
11  PROGRAMMING CODE/TICED
¢CKS ! LILIQE &2dNDS 02RSa 6SNB 6NRGGSY AyY

A. Microsoft Visual Studio.NET (ASP.NET & VBJSH)
B. Infragistics.NET and
C. AJAX.

1.2 DATABASE DATAACCES [ ! , 9wQ{ aL55[ 92! w9

The App was prbuilt with a Data Access Layer (DAL) middleware, which supports the
underlying App to be flexibly connected to any RDMS database that clients prefer, from
MS SQL to Oracle 11g to IBM DB2.

The default RDMS is My S@5&.0 or above).
1.3 APPLICATION ARCHITERE

CKS ! LILIX A Ol (A 2y Qhew@idddithe tesdidédini t®od2) omtjar f T
platforms:

A. N-Tier:¢ KS O 2 NBrcelcaded@re writténda Nier. The core advantages
2F AU FNB (2 lodre 8odes ib KeSouded i tayer bILIQ & &
hardware (clustesservers). The said clusteerver in turn inherently provides
the said App with true Scalabilitigh Availabilitfor Failovey and Consistency
of Performance (or 3 to 5 seconds of elapse tirke). details, please refer to
[Sectionl.4 Hardware Deployment] below.

B. SOA(Services Orient Architecture, details are at Section 3.0 below): The core
AppQa O2NBE OSYyUiNIf O2yiNRBft aSNWAOS&:Z &adzOK |
hosted in a separate layas SOA. Its core purposes are to provide the System
Administrators array of contra from corporate governance to security access
¢ at a single portal to manage multiple Applications within the clustwers.
Some of the said SOA services are Sirigtel$, Identity Management, Audit
Trace, RSA Encryption, Alert Messaging Service and others. Client can opt for
this as option.

The following diagram depicts tsaid frameworksN-tier and SOArchitecturesg for
visual understanding.
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14 HARDWARE ARCHITECTURE

The following is to explain how theti¢r based Apjs enabing client toachieve the

core enterprise features @calabilityand High Availability:

A. Basic Model: To achievmseHA,client can configure

the App in the

configuration that onsists of two (2) web, two (2) application and two (2)
database servers which is capable to supd@® named userDetails are

depicted at Diagrami.4(A); and

ScaleUP Model: The basic model above can be scaled up over time to allow for

accommodatingricreasing number of concurrent users, when the underlying
business grows. This is particular useful when the clients undertake multiple
development works at different geographic sites. This hardware model is

capable to scale up to consist of 32 web, 12l&aion

and 2 database server

that is capable to support approximale000named usersDetails are at

[Diagraml.4 (B)].
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BASE HARDWARE CONFIGURATION

Database Servers.

The Base Redundancy Hardware Configuration can consist of 2 Web Servers, 2 Application Servers and 2

2 units [App Servers]
Operating System

2. MS Application Centre 2000

0SS Application Software

1. MS Windows Server 2008 (Enterprise Edition)

DATA BACK-UP

& _

ROUTER
SETS

— Q.

— 4 <]

oo

FIREWALL
SET

+ Business Logic

2 units [Web
Servers]

0
? | - |

’ 3
‘H 4

!

4

SWITCH-1

SWITCH-2

Database Server

Active Node

IR
'

I

Passive Node
Operating System:

1. MS Windows Server
2008 (Enterprise Edition)

2. Database Independence
Client can choose any:

-1BM DB2,
- Oracle 10 g or
- Microsoft SQL 2005

0SS

RFACILITY RESERVATION MANAGEMENT PORTAL

Page5




Diagram1.4 (B)
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1.5 OVERALL DIAGRAM OF COMBINERPLICATION SOFTWARE AND HARDWARE

The followingdiagramis todepict thevirtual andlogical celocatiors (orrelationship
betweenthe hardwareand Applicationsoftware, from architectural topolog® point of
view.

TOPOLOGY ON HARDWARE AND APPLICATION SOFTWARE DEPLOYMENT & CONFI GURATION
End-Users END-USERS
System Security: Access Control
Web .
Manager & Session Control
Servers
icati Application Application Application
Application Software-1 Software-2 Software-3
Server
Application Infrastructure Building Block: Access Control,
Encryption, Audit Track, Single-Sign_In, SMS, Report
Portal & Others
A i
\
Data Access
Layer (DAL)
Database 4 i
Server ¥
Database
SAN/NAS
BACK-UP
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2. APPLICATIONTRODUCTION, BINESS APPLICATION AND TECHNICAL PERSPECTIVE
2.1 APPLICATION INTRODUCTION

TheApp, OSS CFacility Reservation Management PorttASP.NEJTis part of our
Enterprise Service Portal, whialows corporate users to make online reservation on
corporate facilities.

The whole application is cloud computing, where all the said features can be accessed
thru a simple web browser and internet cogction.

In this whitepaper, we however will focus on its component, Facility Reservation
Management Portal.

This module is to allow corporate usersither internal or external paresc to make
online reservation on corporat®cilities such as conference rooms, vehideiyver,
projectors and others; where in turn it withute the approval process to the corporate
system administrators to approve the said reservation.

The system supports alemessaging systeiftechnically, MOM, or messaging oriedte
middleware)q either email or SM& uponthe reservation is successful.

2.2 BUSINESS APPLICATSON

As themodule is part of the overall Enterprise Service Portal, to understand the overall
functionalities of thecomplete system, please consult you nearest OSS reseller or
download the said whitgpaper from our weksite.

2.3 TECHNICAL PERSPECTIVE

TheAppas of today has gone thru various major enhancements, as compared to its first
generation (VB6). As itairrent inception, it haicorporatedfour (4) majortechnical
frameworks:

A. Web Serviceg all of thefeatureswithin the App are wekservices capable. It means
GKIFIG 6KSYy RAIAGET @ LINEYLI SiRwilleeghibiti KA NR LI NI &
those requested messages in html automaticallshe said Web Services are
compliance with industry standards of SOAP, ASP.NET Web Services and Windows
I 2YYdzy AOF A2y C2dzyRFGA2Y o0®dnQad

B. N-Tier(as explained in Section 1.3, 1.4 and 1.5 above).
C. SOA Frameworfas explaned in Section 3 laterpnd

D.5FdF ol a5SQa 5 I[(DALgas nidi@Basedt mdars theSANY is equipped
with a DAL where it allows client to deplthe App withanypreferredRDMS
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24 1tt[L/!'¢LhbQ{ C9!¢!'w9 59{/ wLtc¢Lhb{

1. THE LOGORage of the ApplicatiarLet us logs in as System Administrator first, by keying
in our UsefID and Password, ahownbelow.

OSS (c) FaciLity ReservaTiON MANAEK&E“‘I‘VRTAL (A'.NET)

Oct 22, 2010

0SS © Facility Reservation Management Portal
Username :
admin

Password :

R N

Register New Agent Account

Forgot your password?
Add to Favourite / Bookmark

Powered by open-spec.com

@ 2005 Open Spectrum Solution. All rights reserved.

2. SET FACILITY ROOMS: First, you need to set up all of your fatikiitree conference
rooms or others

OSS (c) FaciLiry Reservation M Step1: Please click )

{Dictionary}.

search : [N ETETY M coogle M va

gement | Agent Registration | Black-Listed Age t Facility i

Oct 22, 2010 Login : admin [ LogOut ]

Home > Dictionary

Home I Administrator acility Rental i

Younotice here, once you have
successfuy logged in, your &br-
ID will be shown here

Step3: Then you
click Add New
Faciity}.

—

[ Add New Facility |

Step2: Thenplease
click facility.

Drag a column header here to group by that column

Computer Room 1 Fixed Asset

Fixed Asset

Equipment 001

Software

Equipment 002

[ Add New Facility |
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3. DEFINE YOUR FACII(NMaster Files)You define youfacility here.Let us define this
facility asdComputer Roomélas shown here.

OSS (c) FaciLity RESERVATION MANANTPORTA((A.NET)

Home > Dictionary

Home I Administrator ] Dictionary \ Facility Rental \
U & J |

Stepl: You give a code and
name to your facility here.

Search : _ m [« Google M yahoo

'k 77\
Registration || Black-Listed Agent | Facility ‘

Oct 22, 2010

Login : admin [ LogOut ]

Facility Step2: If you are using the
Applicaion to manage multiple
—_ location, then you can definine
ol it said facilit@® specific countryrad
Name * Computer Room 1 location.
i Facility Rental Maintenance Availability License Fuel-Tracking
‘ Specification Schedule Schedule Schedule Renewal Management
= /Station at Location \
Step4: Then you click - Counbry l v
[Rental Schedu]e v ‘
| State ’ v
Please see next -
screen. = b - Address 7
N _ vl h
Brand
Model \ j
Cost Engine License Quantity
Informaticn | Specification Particular Balance
(Acquisitinn Date Base Rate \
Acquisition Cost R.MO.00 Margin 7 (ufu]
Depreciatefor | 0%|yea, Overhead PR
Residual Value RM0.00 Labor / (%]
o Per Year Other ! (u,.rn]
Depreciation Cost
Per Day
\ Proposed Rental Rate Per Day )
N 7
Step3: If you are charging for your
facility, then you set the rate here.
[ Update ][ Cancel ]
0SS RFACILITY RESERVATION MANAGEMENT PORTAL PagelO



4, DICTIONARY CHUPPLIER his page illustrates the initial stage of setting up Supplier
Profile and Products where they provide.

OSS (c) FaciLity ReservaTIiON MANAGMEﬁT.ORTAl’(Ab.NET)

Home > Dictionary Oct 22, 2010 Login : admin [ LogOut ]

Home l Administrator l Dictionary | Facility Rental ‘

Search : _ m [l Google W vahoo

Setting || Alert Management | Agent Registration | Black-Listed Agent FBCi“t‘/i

Facility [ update | cancel |

Code * C-001

Name * Computer Room 1

Facility ' Rental Maintenance Availability License Fuel-Tracking
Specification Schedule Schedule Schedule Renewal Management
Daily Rate
44 Oct ~ 2010 rr
High RM200.00 Mon Tue Wed Thu Fri Sat Sun
Normal F 27 28 29 30 Oct 1 2
Low RM50.00
/Legend \
4 5 6 [/ 8 9 10
I High Rate
Normal Rate
B . P—
T LOW Rat=E
11 12 13 14 15 16 17
I Not Available
Reserved
\\ /

18 19 20 21 22

Stepl: If you are the first time
to define (create) this facility, 25 26 27 28 29
you need to preempt some
dates that are not available for
reservaton, due to certain
conditions (ike public holiday or Nov 1 2 3 4 5
pre-scheduled shutiown for
maintenance).

\ /

Step2: Once pu are done, please #
click [Update]. [_undate ]| Cancal |

— _
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5. FACILITY HAS BEEN CRE/Byelicking {Update} @above step, you have created a new
facility asshownbelow.

OSS (c) FaciLity ReservaTiON MANAGEME"HT:PRTM. (AP.NET)

Oct 22, 2010 Login : admin|[ LogOut ]

Home > Dictionary

|

Search : _ m (4 Google W vahoo

Setting | Alert Management | Agent Registration | Black-Listed Agent ; Facility

Home l Administrator E Dictionary | Facility Rental ‘

Step2: Let usdgs out as
system administratarby

clicking [Log Out] button
here.

[ Add New Facility |

Drag 3 column header here to group by that column

Computer Room 1 Fixed Asset

Equipment OO 1 Fixed Asset

Equipment 002 Software

= Stepl: You can see that you
[ Add New Facility | have created a new facility, as

L{Computer Room 1} here.

6. USER LOGS IN FOR RESERV&ANEW let us logs in as normal user who irdsrto
make a reservation to book a facility (Computer Room 1).

OSS (c) FaciLity RESeRVATION MANANTJPORTA!T(A.NET)

Oct 22, 2010

0SS © Facility Reservation Management Portal

Username :
L Let us logs in as
Password : normd user to

make a reservation.

Register New Agent Account

Forgot your password?
Add to Favourite / Bookmark
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7.  FACILITY RENTAJpon logged in, yogango to click [Facility Rental] as shown below.

/| Stepl: Youfirst click
OSS (c) FaciLimy Reservat RGEEUNANCNIEYS

Home > Facility Rents Oct 22, 2010 Login : abe [ LogOut ]

Home | Account { Facility Rental

Search : _ m ] Google W vahoo

Step2: Thenyou click
{RentThis Iten}.

‘ Rent Facility I View Rental Status H Cancel Rental Transaction |

Drag a column header here to group by that column

C-001 Computer Room 1 Fixed Asset Rent This Item

EQ-001 Equipment 001 Fixed Asset ‘ PCS Rent This ltem

Rent This Item

1

EQ-002 Equipment 002 Software

0S3g RFACILITY RESERVATION MANAGEMENT PORTAL Pagel3



8. CHOOSE YOUR DATES OF RESERWMWdWQbu need to select the date of your
booking.

Home > Facility Rental > Rent This Item Oct 22, 2010 Login : abc [ LogOut ]

Home | Account | Facility Rental

Search =— & Google M vahoo

Code C-001
Name Computer Room 1
Daily Rate
44 Oct = 2010
High RM200.00 Mon [Tue wed [Thu Fri Sat
Normal RMO.00 27 28 29 30 Oct 1 2
Low RM50.00
Legend
4 & b T 8 9
I High Rate
Mormal Rate
- L Rat:
ow e 11 12 13 14 15 16 17
I Not Available
Reserved
Bool-od
18 19 20 21 22 23
" Book a Date
From 22/10/2010 12:00:00 AM
25 26 27 28 29
Te 22/10/2010 12:00:00 AM
Mov 1 2 3 4 5 b 7
09:00:00 4
Stepl: You make a
reservation by o

specifying the dates
you prefer.

Step2: Then
you click [Next].
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9. USEES PARTICULARhe followinglew screensare to show the typical flow of Puraked
hNRSNDa LINROS&aaod

Home | Account | Facility Rental

Search :— [l Google M yahoo

Step-1: You need to provide
Facility Rental the user who made the
reservation, in case there is
Code  C-001 anything changein the
HName Computer Room 1 reservation process. /-/
~
/ Your Contact Information
Company Name Name
- Mobile
Address _
Email

Tel Book Before?

Reservation Schedule

Book From 22/10/2010 12:00:00 AM

\ To 22/10/2010 12:00:00 AM Total: 0 year 0 month 1 day /

Amount Payable

Total RMO.00
Required Deposit RMO.00 wpon collecting facility
Balance RMO.00

[ Pravious ] [Finish]

Sep-2: Thenyou can click
[Finish], once you are
done.
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10. TO APPROVE THE SAID RESERV.ANdwWNet us log in as System Administrator to
approve the said reservation.

OSS (c) FaciLity ReservaTION MANAGEMENT PORTALCASP.NET)

Oct 22, 2010

0SS © Facility Reservation Management Portal

Username :

admin

Password : Youlog in as
System

sssseee -
Administator.

AN

Register New Agent Account \
Forgot your password?
Add to Favourite / Bookmark

0SS RFACILITY RESERVATION MANAGEMENT PORTAL Pagel6



11. APPROVAL PROCHH%e&ase follow the steps below to approve the said reservation.

0SS (c) FaciLry ReservaTtion ManaceMmenT PorTAY (ASP;NET)

Stepl: You click
[Facility Rental]

Home > Facility Rental 22, 2010 Lagin ¢ admin [ LogOut ]

Home | Administrater | Dictionary|| Facility Rental
Search :_ EMIold W Google W yahoo

Step2: Then you click [Apprev

N
View Rental Status | Approve / Reject Rental Transaction RejeCt Retal Transaction].
| % )

\ J

Cirag a column header here to group by that celumn

Reference No

|:| EQR/O00Z/06 20/10/2006 |ABA SDN BHD Equipment 001 Mew 0z/10/
|:| EQR/O00Z/06 30/10/2006 | ABA SDN BHD Equipment 001 Mew 1010/
I:l EQR/0005/06 30/10/2006 |ABA SDN BHD Equipment 001 Mew o111/
D EQR/0007/06 31/10/2006 |ABC PTELTD Equipment 001 Mew 28/10/
D EQR/O008/06 02/11/2006 | ABA SDN BHD Equipment 001 Mew o811/
D EQR/O003/06 21/10/2010 |ABCPTELTD Equipment 001 Mew 21710/
|:| EQR/0010/06 22/10/2010 |ABCPTELTD Equipment 001 Mew 25;’1.0,-']
/\

W

Step3: Youhighlight the
facility (row-7) you intend
to approve.You can see
the status is {New}.

_

4| i

[Appru\re [ Reject ]
N

Step4: Then you
click[Approvdg

Then you will see the below screen.
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12. PCP UP MESSAGYou will see a pepp message.

OSS (c) FaciLiry ReservaTion MANAGEMENT PORTAL (ASP.NET)

Home > Facility Rental Oct 22, 2010 Login : admin [ LogOut ]

7 Home I Administrator | Dictionary ‘ Facility Rental

Search — m ] Google M yahoo

ction l

| View Rental Status ‘ App
feixam it adioaiiden daixaiarcorse]

Drag 2 column header h

|| 7] |eqr/o002/ 02/10/
" [7] | EQr/0003, 10/10/
. ] |eqrsooosk 01/11/
[7] | EQr/00074) N\ 28/10/
[T | eQr/o008/06 08/11/
[7] |eqrsooos/os 21/10/2010 | ABC PTELTD Youthen click New 21/10)
= I. :, i g T [OK]. Nev

< | i | »

[Approve ][ Reject ]
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DISAPPEAREIDW?7: Once you had approved it, you can see that Romas been disappeared
from thewindow, as shown here.

&

0SS (c) FaciLiry Reservation MANAGEMENT PORTAL (ASP.NET)

Home > Facility Rental Oct 22, 2010 Login : admin [ LogOut ]

| Home | Administrator I Dictionary ] Facility Rental
Search : _ m [l Google W vyahoo

Approve / Reject Rental Transaction ‘

I
\ J

| View Rental Status|

Drag a column header here to group by that column

D EQR/0002/06 30/10/2006 | ABA SDN BHD Equipment 001 New 02/10/
D EQR/0003/06 30/10/2006 | ABA SDN BHD Equipment 001 New 10/10/
D EQR/0005/06 30/10/2006 |ABA SDN BHD Equipment 001 New 01/11/
D EQR/0007/06 31/10/2006 | ABCPTELTD Equipment 001 New 28/10/
E] EQR/0008/06 02/11/2006 | ABA SDN BHD Equipment 001 New 08/11/
D EQR/0009/06 21/10/2010 |ABCPTELTD Equipment 001 New 21/10/

Youcan notice here that this
< i || Row?7 has been disappeared. 3
[OK].It actually went into the 1
[ Approve ][ Reject ] aView Rental Status

_ )

Please see below screen.

0S3g RFACILITY RESERVATION MANAGEMENT PORTAL Pagel9



Home | Administrator | Dictionary | Facility Rental

Search :_ (= Google M yahoo

Wiew Rantal StEltUSI Bpprove / Reject Rental Transaction |

J

Drag a column header here to group by that celumn

Rent From

Referenca No Input Date Facility Mame

Stepl: If you go to this | z0/10/2006 |AEA SDN BHD Equipment 001 Approved 30/10/2006
tab [View Rental 30/10/2006 |ABA SDN BHD Equipment 001 New 02/10/2006
Statusl.

—~ 30/10/2006 |ABA SDN BHD Equipment 001 New 10/10/2006

EQR/0004/06 30/10/2006 |AEA SDN BHD Equipment 001 Cancelled 26/09/2006
EQR/O005/06 30/10/2006 | ABEA SDN BHD Equipment 001 Mew 01/11/2006
EQR/0006/06 30/10/2006 | AEA SDN BHD Equipment 001 Rejected 04/11/2006
EQR/0007/06 31/10/20068 |ABC PTELTD Equipment 001 Mew 28/10/2006

EQR/0008/06 0Z/11/2006 | ABEA SDN BHD Equipment 001 Mew 08/11/2006

EQR/0O009/0& 21/10/2010 |ABCPRTELTD Equipment 001 Mew 21/10/2010

[ EQR/O010/0& 22/10/2010 |ABCPTELTD Equipment 001 Approved 25/10/2010

T T ] N F
12

Step2: You can notice that the Rew

7 has been moved over here and its
status has been changed fraiMew]
to [Approved].
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13. USER TO LOGIN TO CHECK REHBERMXOowW, let us log in as user to check our
reservatior@ status.

OSS (c) FaciLity ReservaTION MANAGF:E'HTSORTA!. (A.NET)

Oct 22, 2010

0SS © Facility Reservation Management Portal
Username :
abc
Password :

Register New Agent Account

Forgot yo{t':ssx\'ord?
Add to Fav\Jrite / Bockmark

You can see the follaing screen, once you loggin in:

OSS (c) FaciLity ReservaTION MANAGEMENT PORTAL (é;.NET)

Stepl: You firstclick

Home > Facility Rental this tab [FaC|I|ty
Rental.

| Facility Rental
Search :— & Google W vahoo
Step3: Then you click

Step2: Then you click
[ Rent Facility | v % {Rent Facility}. —— [Rent This Item] again.
) . )

Drag a column header here to group by that column

Oct 22, 2010 Login : abc [ LogOut ]

Home l Account]

Fixed Asset

Computer Room 1

Rent This Item I
Rent This Item
Rent This Item

1

Equipment 001

Software

Fixed Asset
Equipment 002

Then you will see the below screen:
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14. CONFIRMED RESERVATNa:can see your reservation has been confirmed as shown
below.

Facility Rental Cancel / Back

Code C-001

Hame Computer Room 1

Daily Rate
44 Oct - 2010
High RM200.00 Man [Tus Wad [Thu Fri Sat
Normal RM0.00 27 28 29 30 Dct 1 2
Low RMS50.00
Legend
4 ] [ T 8 9
I High Rate
Normal Rate
B Low Rate 1 12 13 14 15 16 17
I Not Available
Resarved
Booked
18 19 20 21 22
Book a Date
From 22/10/2010 12:00:00 AM
25 26 27 28 29
To 22/10/2010 12:00:00 AM
Novi (| 2 3 4 3
09:00:00 4
«m »

You can see the date
you previously
reserved, has been
confirmed as shown
here.
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15 B {Lb9{{ Lbc¢ RILDOVIN(OFTEORNALTHhBE screen below depicts you can
use the BI App to drill down the purchasing information (like, purchase spend per region)
in graphical format.

7 I ;
R N
0SS(C) BI MIDDLEWARE (ASP.NET/AJAX) @
N -

Home > Application > Product - Sales by State

Login : admin Jul 09, 2008
Main Menu Malaysia
Business Intelligence
" | Application Drag a column header here to group by that column
s Chart Panel Region Country State Sales Chart
Dictionary Johor $12,238,325.00 lj
Project
e Kedah $102,922.00 i]
S
Inventory Penang $1,809,160.00 i}
Purchasing South East Asia Malaysia
B Sabah $259,943.00 i]
epol
Sarawak $328,350.00 i,‘
Selangor $50,954,200.00 ij

Chart - Malaysia by Sales

Sales
WlJohor 2‘?
$£0,000,000 Wredzh
450,000,000 [Penang
440,000,000 W sabah
420,000,000 Esarawak
420,000,000 W selangor

410,000,000

W--e—a--

Sales

Johor
Kedah
Penang
Sabah
Sarawak
Selangor
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3.0

0SS APPLICATION SERVER (Optional)
3.1 OSS © APPLICATION SERVER (ASP.SENERAL FEATURE DESCRIPTIONS

You can enhance the core App with the (optional) middlewa®es CAPR.ICATION SERVER
(hereafter App Server).

The AppServer, 0ol0SSO APPLICATION SERVERS (ASPislES3entially an SOA (Service
hNASY(d ! NOKAGSOGdzNBO aARREtSéglFNBE 9y Of 2adzNBE 0 KSNB
GaARRf SgF NBEUL D

The enclosureniddlewarecontains various services where it performs diayglay-out routine

and mundane utilitd SNIDA O0Sa (2 AGa aOdzali2YSNBRéD® Ly (G(KS (SO
underlying operational Application software (suchFaslity Reservation Management Portal,

Accounting, HR, CRM andhets).

Theenclosuremiddleware is designed specifically for the System Administrators in.d

core functionalities are to ensure all login users, before accessing to the underlying Application

Software, are adhered to the central governance (such asgitl lcsers need to adhere to

3t 20t O2NLER NI GS 32 JS NY seyuinscanipliaNddzétahdatd ysech &85 3 dzf | (0 A 2
User Access Right and Audit Trace).

In practicaldeployment, it is always beirigstalled andoperated as a standlone Application
which stands apd from the operational applications (such Bacility Reservation Management
Portaland others).

LY SaaSyoOSsz UKS YARRESgINBQa {h! aSNWAOSa& I NBY

Q)¢

Single Sigin

User Access Right Allocation

Audit Trace & Track

Encryption Service

Alert Gateway Services (SMS/Email)
Quantitaive Control for Global Setting Services
System Security

Identity Management

Others

—IEMmMUO®>
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3.2

SCREEN SHOS8 LUSTRATIONS OSS © APPLICATIONRSER (ASP.NET)

The following screen shots are to illustrate how the said-8pprer works, ingrticular for its
A2PSNYIFyOS O2YLIX AlFyOS IyR &aSOdzNRGe&

1. THE LOGIN PAGE FOR SYSTEM ADMINISTRATOR

User Login

For the system@ministrator, please

User Name

Password

key in your Useld and Password.
Remember, the fields are case
sensitive.

O2y G NREf&aQ®D

2. SYSTEM SECURITY & CORPORATE GOVERIpaNI(@gin, the system first displays a
global view of corporate governance and compliance page, asrshelew. Over here,
the System Administrator (SA) needs to preset all these parameters, before new users and
then their respective accesght can be set later.

Some of the common System Security features are:

01.

02.

Valuebased Policieg such as minimum tggths and the presence of a minimum

number for special characters; and

Statebased Policieg such as expiration and maximum number otries before

being block out from access.

0S§g
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|~ OSRPPRLiCATION SERVER] L;PMM”
REEA RERL) : O )
e IVEY A

Admin Panel General Setting

Stepl: You need to prset how
FNBIljdzSyd GKS dzas
to be preset. If you leave it as (0), it
means the user does not need to

pre-set it again, once he/she has se
it the first time.

Stepl: Youneed to preset how
FNBIjdzSy i GKS dza$s

= it Trail

™ PassWord Duration : Change Every

H

the password needs to be

alphanumerical. On the other
hand, you also can enforce the
LI 3462 NRQangt®dK |
here, at [Password Length].

Step3: For [Logout Time], it
means the system will auttock
out if the said user is iactive
for this [x] minute. For [Disable
Login], it means the system will
auto-disable the login trial once
the user has failed [x] number
of consecutive time of failed
logins. For [Reactive Login], it
means, once the user has failec
to login for [Disable Login]
fields, then he/she needs to get
a new password again from the
System Administrator to login.
This field is to set the time apar
of [X] minute when this new
user can login again, from the
last time of his/her login.

/StepZ: If you choose [Complex] (
for Password Type, it means all T

6] Normaﬁﬁ/

to be preset. If you leave it ag (0), it
means the user does not neef to
pLe-set. i as se

) Complex
>
PassWord Length:  Minimum | £ ¢| S Please read
Step4 below.
All Users Arz Required To Change Password At Next Logen : Con @of
Logout Time : Auto Log Out After | 80 % |

minutes In Active

Disable Login : Disable Account After

3

<

| times Consecutive Login Fail

Reactivate Login : Reactivate Account

New User : Prompt New User Change Password

»

Uy | minutes after last fail Login

Don @ off

\ o

/

time.

Step4: Over here, you also can pset
whether you need the system to
prompt the new user to change his/her
password, once he/shiegins the first

Stepb: Once you &
done, you can click
[Save].

0SS
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3. ADD NEW USERnNce you were done above steps, then ttext step you need to do is

to add new users to the system.

From this point onward, it means once you have created (or added) the new users, then
the said users are allowed to access to the underlying Application.

To add new users, please follow the sddpelow.

R —e.._

| OO ca rion SEVEY

X A .

()

Vs

Admin Panel User Control

2 User A' UserlD -

%2 User Role Group S
Report Portal |

Active User | Inactive User

Ef_uma.‘“

]

———
,

Login : admin [ LogOut] Sep 14, 2010

]G]

Stepl: First, click [User].

Drag a column header here to group by that celumn

ADMIN DEPARTMENT
ADMINISTRATOR

admin
LIM AH FOOK

ALEXANDER LO TZONE
LEONG

LArHAR BIMN HoamMID

Step5: Once youclicked

aflim@p-perdana.com

alex@p-perdana.com

azaharEe-pardanalocal

m_n::_r:‘____mz:-@-

BB ANA BIVAN ANAK
ASIP @ JAIN

[Save], you can see the new

bb@p-pardana.local

BUVANTL 278
RAVICHANDRAN

CAROLINE LEE

user has been added over
here.

mfpp@p-perdana.com

carol@p-perdana.com

2010/May/05 2010/Dec/31 =
2007 /Jan/0L 2020/Feb/0zZ =l
2009/Dec/24 2010/Dec/31
2009/May/31 2010/Dec/31
DDQ"W" 1 Dl peci2]
2009/0ct/01 2010/Dec/31
2009/Nov/12 2010/Dec/21
2009/Apr/0L 2010/Dec/31 il

User [D

Password

Step3: Then you fill up
these fields for the new

Confirm Password

user, in paticular his UseitD

M

Full Name

and Password. /

NRIC Mo

hieabel

[ New User ]

Delete

] Save ] [ Cancel ]

Step2: Please click [New
User] button

Step4: Once you are
done, you can click
[Save].

iny to his/her role. J

Importance: It is important
G2 484G GKS o0&l
LISNA2RQ& RIGS
where you already were
informed when the said user
has resigned and his/her las'
day is [dd/mm/yyyy]. This is
to prevent the said users to
further login to download
those information that is not

0SS
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4. SET USER GROUP AND ITS-BE&HR Once you were done with adding new user above,
you need to now preset User Group and then its accegght, as shown in the following
three screens.

Sl T

Step1: Please click
[User Role Group]

Login : admin [ LogQut ] Sep 14, 2010

Step5: Once youclicked
[Save], you can see the new
user group has been adde
over here.

Acc-Exec Account Dept - Executive

T

£ User Role Group

Admin Adm Admin Administrator

Admin-Exec Admin - Executive

Administrators Has full control of the Web site.

Tpaats Asset Listing
Asset - PO Asset Transfer From PO
ContentManager Can create and manage arezs, lists, libraries, and sites,
Contract -QS Contract -QS
Contract-Admin Contract - Admin Wark ha

< i | »

Group 1D

Group Name

Step3: Then you key in
iKS yS¢ | as
particular here.

Delete Save Cancel

Access Control Setting

Step2: Please click Step4: Once you are done,
[Add]. please click [Save]

Once you were done [Stef] above, you now are ready to set this useNR dzLJQa | OO0S&aa N 3|
Follow the steps below.

Step6: You highlighted this
UserGroup first. .

Gp?: Then you click [Access Control Sm

L whereits original blue color will become red.

Please follow the next screen for access right
settina.

0S3 RFACILITY RESERVATION MANAGEMENT PORTAL Page28



